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Observations:
(1) Companies create value, as 
part of network organizations 

(2) Existing frameworks for
designing and assessing internal 
controls (COSO, COBIT) are 
focused on individual enterprise

Problem
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• Something that plays the role of internal controls in chain or network 

• Case 1. Logius

• IT sourcing for government, complex information chains, 
embedded outsourcing 

• Problem: enforce information security and other quality 
requirements over entire chain  

• Case 2. Custom Compliance and FloraHolland Cooperative

• Improve supply chain visibility and customa compliance 

• Use pre-arrival data (pro-forma invoice, phytosanitary certificate) 
to speed up customs clearance at airport. 

• Problem: physical security and data (integrity of goods flow), 
data representation standard, business case, governance

Relevance
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• Internal controls in a chain:

Ype’s solution: transfer control obligations  
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Coordination mechanism

Chain internal control system

IC A IC B IC C

Van Wijk et al 2014



• CANTOR framework ©

• Chain Policy

• Transference of Obligations 
Risk-controls (TORC),

• Chain Internal Control 
System (CICS)

Ype van Wijk (ctd)
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Essential assumption: 

• (1) all chains or network organizations can be understood as a 
collection of relationships between parties. 

• (2) internal controls can be distributed over the network parties, and 
be integrated to achieve network control objectives  

• Is this true? Are control objectives compositional?

• Under what circumstances?

But … are controls compositional?
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• Linguistics: meaning of a complex expression, depends (solely) on 
the meaning of its components, and the way it is composed. 

John loves Mary M(“John loves Mary”)

NP TV NP M(“John”) * M( “loves Mary”)

VP j’ * ( m’ * !yx.love’(x,y) )     

S j’ * !x. (love’(x, m’)

love’(j’, m’)

• Compositional semantics: grammars provide syntactic structure, 
which guide the calculation of the semantics of an expression 

• NB. Only way to understand complexity of human language!

Compositionality
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• Network organizations: a property of a complex organization, 
depends (solely) on that property for the components, and on the 
way it is composed. 

• Compositional control theory: graphs provide organizational 
structure,   which will guide calculation of network properties 

• NB. Only way to understand complexity of modern business! 

Compositionality
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TBD: Manna & Pnueli 1991; Zwiers 1989



• Needed:

• Network structure: directed acyclic graphs G = < N, E >

• Representation of properties: proposition logic with labels

• Composition rules: n1 : P1, … , nn : Pn => (a1, …, an) : P nodes

all, some e1 : P1, … , en : Pn => (a1, …, an) : P edges

• Example. Imagine a blockchain ecosystem for trade data.   
Certainty about whose goods are where gives financial advantage. 
Ecosystem maintains identity of owners of goods, and of those who 
have custody over goods, at all times. So, ecosystem needs to 
ensure identification and authentication of blockchain members. 

Analyzing compositional controls
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• Network topologies

• Coordination Mechanisms (Malone & Crowston 1994; Ouchi )

• Inter-organizational Information systems (IOS)

• Steinfield et al (2011) IOS structures:   coordination hub 

• Crucial: who maintains the representation standard 

Network Organizations
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necessary to overcome initial hurdles. Technology for information exchange only 
follows after the agreements have been made, and is therefore likely proprietary.   

For example, imagine a scenario in which a cooperative (such as the Flora Holland 
flower auction house) acts as a representative. Member firms are legally independent 
of the cooperation, but Flora Holland can offer ‘assurance’ services to its members, 
and may make membership conditional on certain requirements. Flora Holland would 
have substantial influence over its members; enough to warrant increased trustworthi-
ness.  

2.6! Network Topology.  

The discussion shows that these scenarios are characterized by different organization-
al structures of power or influence (Figure 2). For example, we imagine a hierarchical 
topology, a peer-to-peer topology, or a hybrid membership topology. In each case, 
different kinds of partners will act as a representative. For example, the dominant 
partner scenario will have a hierarchical topology, with a clear representative, who is 
also in a position to distribute risks and controls. By contrast, the network innovation 
scenario has a peer-to-peer topology. There is no dominant partner, and whoever acts 
as representative is elected. The meeting room scenario could have a hierarchical 
structure, or  a structure of membership that suggest influence, but no power. 
 

 

Fig 2. Network topologies: (a) hierarchical, (b) peer to peer, (c) membership.  

2.7! Initial Evaluation.  

In order to initiate the debate about what constitutes a trusted trade-lane and test the 
feasibility of the concept, we organized an evaluation workshop. It was held in Leiden 
on 9 December 2015. The audience consisted of about 20 participants, including rep-
resentatives from businesses, branch organizations, research institutes and customs 
authorities; all were experts on safety and security for international supply chains.  

An introductory text was distributed among participants with two questions to be 
discussed in small groups.  
(1)! How do you define a trusted trade lane? Mention five essential characteristics 

that make a trade lane trustworthy, both to commercial partners and to the author-
ities.  

(2)! You are working on a case. Please consider how your approach helps to demon-
strate that a trade lane is to be trusted.     

Although there was only limited time, groups were actively discussing. The following 
topics were raised in the discussion.  

Issue 1. What is the trade facilitation associated with a trusted-trade lane? There is 
already some dissatisfaction among shippers about the way the AEO framework is 

centralized peer to peer cooperative

hierarchies markets clans

delegation transaction trust

Steinfield et al 2011



Network Organizations (ctd)
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• Definition: “Internal control is a process, effected by an entity’s 

board of directors, management and other personnel, designed to 

provide reasonable assurance regarding the achievement of 

objectives in the following categories: (1) effectiveness and 

efficiency of operations, (2) reliability of financial reporting, and (3) 

compliance with applicable laws and regulations’’ (COSO 1992)

• Periodic evaluation: Plan-do-check-act, where check means risk 

assessment, and act means to implement control measures. 

• Coherent system: hierarchy of dependencies between control 

measures, and control measures and control objectives (like in RE)

System of Internal Controls
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CO

C1 C2 C3

C1.1 C1.2 C3.1 C3.2

all relevant events recorded

at source   sensor

audit trail

access control read

only

identified

authenticated

authorized



• Elements (COSO 192)
• Control Environment all 
• Risk assessment any, for relevant controls
• Control activities any, for relevant controls
• Information and Communication all (IOS, standardization)
• Monitoring  any, for relevant 

• Can these elements be de-composed and distributed?   
• Do they apply to all or some partners?

• all: id & auth
• some: insurance 

System of Internal Controls (ctd)
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• Can these controls be de-composed and distributed?  All or any?

• data collection immediately at the source, any

• segregation of duties, some [ very effective !] 

• maintaining an audit trail, all

• access control, all

• baseline security, all

• back-up and retrieval, all (partly delegated)

• supervision and monitoring, some 

• corporate culture all

• . . .

Examples
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• Governance: Thee lines of defense (IIA 2013)
• Depends on coordination mechanism (hiercharchy, market, clan)

• Can these roles be distributed?  

System of Internal Controls (ctd)



• It does make sense to have network-level controls.  

• Many control objectives are compositional, and can be distributed, 
using two composition logics: all and some.  

• Not all control objectives are compositional; in particular, policy-
related controls are not, and infrastructure-related controls are not. 

• An effective network control system would consist of four elements:

• mechanism to decompose a network control objective into 
controls and if possible distribute them among partners (TORC), 

• remaining inherent network level controls (CICS),

• governance structure and business model, to distribute the 
benefits and costs of investing in network level controls (policy)

• inter-organizational information system (IOS) to share data and 
monitor effectiveness of controls  

Conclusions
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• NSF “Cyber-physical systems (CPS) are engineered systems that 
are built from, and depend upon, the seamless integration of 
computation and physical components. Advances in CPS will enable 
capability, adaptability, scalability, resiliency, safety, security, and 
usability that will expand the horizons of these critical systems.” 

• Mathematical machinery: aligning graphs 

• Could be useful. Need to look into it. 

As an aside: cyber-physical systems …?
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• Does it make sense to have a mechanism that plays the role of 
internal controls, for a network organization?

• Customs compliance: ensure reliability of reporting 

• Blockchain ecosystems: trust data on the blockchain

• Embedded outsourcing: guarantee quality for client of client

• Platform Economy: enforce minimal standards

• If so, how much and which of the network-level controls can be
distributed to the parties that make up the network?

• If so, what are necessary preconditions?

• In other words: are control objectives compositional?

Internal Controls for a network organization?
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